SAEED HAREB AL DARMAKI
It gives me immense pleasure to write this foreword for the
“Comparative Analysis of Digital Assets Framework”. In my
capacity as the co-founder of Alphabit Digital Currency
Fund and the advisor to the MENA Fintech Association, I
have had the chance to witness the ecosystem around
digital assets and blockchain grow and develop. A wide
gamut of regulators have emerged and are adopting
regulations in the digital assets landscape. The outlook is
positive for the sector as we head in 2020, in part due to
the strong and highly diverse blockchain hubs cropping
up around the world, as well as growing recognition
from both incumbents and scaled fintech companies.
What remains outstanding in the ecosystem, is the better
understanding of law and regulations and bridging of the
gap between the players and the regulators.
I am elated to see this initiative taken by KARM Legal to
decipher and simplify the regulations from the leading
regulators in the world and making it comprehensive for
the readers.
Wishing KARM Legal all the best!
Saeed Hareb Al Darmaki
Co-Founder, Alphabit
Advisor, MENA Fintech Association
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DR. MARWAN AL-ZAROUNI
I am very pleased to witness the launch of the “Comparative
Analysis of Digital Assets Framework” spearheaded by
KARM Legal Consultants FZE.
The blockchain and digital assets space has witnessed
a surge in the introduction of guidelines and legislations
to regulate the activities in the space. To keep pace
with these new prospects and adherence of these new
regulations may get overwhelming and confusing.
This paper vividly summarizes and compares the various
approaches taken by the leading regulators in world and
will be a go-to manual for everyone looking to start and
engage in the crypto and blockchain space. It offers an
exhaustive view of global hubs and thereby addressing
the opportunities and challenges to propel the much
needed growth of this sector.
We hope that you enjoy reading this publication and my
best wishes to Team KARM!
Dr. Marwan Al-Zarouni
Dubai Blockchain Centre
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MARK BUGEJA
I enjoy reading about initiatives like this one being
compiled by KARM Legal Consultants and Lex Group
(Malta), since it strengthens the notion that ‘change’ is
about to happen. Its amusing to me that some countries
choose to completely or partially ban what in my strong
opinion is the fact that we are witnessing history being
made.
‘Fiat currencies’ are on their last leg! Countries must
wake up and realise that what was adopted and worked
in the last 200 years is about to be turned upside down
completely within the next 10-5 years. This new and huge
industry is about to arrive and disrupt our everyday lives
positively.
Its also interesting to me that we cannot read any types of
history books to understand this industry because we are
creating the history books ourselves. It is now said that
over %60 of children aged between 10-5 years that are at
school today, will be doing jobs that don’t even exist today
and solving problems that are not even created yet!
This is the reality we are living in and I keep on encouraging
businesses,
consultants
and
more
importantly
governments to embrace the ‘change’ of this new digital
industry. Pioneering countries like Malta are helping to
facilitate the creation and adoption of this industry and
I urge others to embrace it and see its ultimate benefits.
Lets be the leaders and not the followers !
Mark Bugeja
Chairman
Tech.mt
Malta Government & Malta Chamber of Commerce
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INTRODUCTION
Digital Assets based on blockchain and
DLT technologies have revolutionized the
world of payments, fund-raising and assetownership. Regulators globally are reviewing
their own legal structures and determining
the approach that they may adopt towards
the varied nature of digital assets. Within the
GCC, the Abu Dhabi Global Markets (in UAE)
and the Central Bank of Bahrain have been
frontrunners in the adoption of regulations
in this space.
In our previous paper we had discussed
the approach taken by Abu Dhabi Global
Market. In this paper, we have attempted
to undertake a comparison between the
legal framework adopted by ADGM, Central
Bank of Bahrain, Malta and the UK in order
to evaluate the approaches adopted by the
regulators in relation to digital assets and
‘cryptocurrencies’.
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REGULATORY
LANDSCAPE

The advent of Bitcoin and its related uses brought to the fore,
benefits and risks associated with the issuance of and investment in
cryptographic tokens. Various countries have taken varied approaches
in terms of regulating cryptocurrencies. The concerns for countries
have ranged from money laundering and counter-terrorist financing
laws, to investor protection in cases of fund-raising through cryptos,
or even payment of taxes through cryptos.
Some countries like Algeria, Bolivia, Morocco, Nepal, Pakistan, and
Vietnam ban any and all activities involving cryptocurrencies.
As per a report by Global Legal Research Center1 some jurisdictions
like Spain, Belarus, the Cayman Islands and Luxemburg see potential
in the technology behind cryptocurrencies and are developing a
cryptocurrency-friendly regulatory regime as a means to attract
investment in technology companies that excel in this sector. Some
jurisdictions such as the Marshall Islands, Venezuela, the Eastern
Caribbean Central Bank (ECCB) member states, and Lithuania have
gone a step further and issued federally recognized crypto currencies.
Understandably so, the nature and purpose of these tokens are so
varied that it is often difficult to regulate them the same way.
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*https://www.loc.gov/law/help/cryptocurrency/
cryptocurrency-world-survey.pdf

Let’s take a look at the 4(four) jurisdictions that we have selected for
the purposes of this paper.
The Financial Services Regulatory Authority (“ADGM FSRA”), the financial
regulator in the financial free zone of Abu Dhabi Global Markets publicly
supported the development of certain digital assets, through the
amendments to its rules and regulations, explained further through
‘Guidance on Regulation of Crypto Asset Activities in ADGM’ (as amended
and updated on 14th May, 2019) (“ADGM Crypto Asset Guidance”) and
the “Guidance on Regulation of Initial Coin/Token Offerings and Virtual
Currencies (as amended and updated on 5th May, 2019) (“ADGM ICO
Guidance”). The Crypto Asset Guidance read in conjunction with other
ADGM rules and regulations governing digital assets and related activities
is, being referred to as the “ADGM OCAB Framework”.

The OCAB Framework has been issued and overlooked by Financial
Services Regulatory Authority (FSRA) which is the regulatory arm of
ADGM. The FSRA being the “regulator”, issues a license and regulates
the entities opera a crypto asset business within and from ADGM.

While ADGM, a financial free zone, developed the framework, in Bahrain, the
Central Bank of Bahrain (“CBB”) in itself introduced a Crypto Asset Module
(“Bahrain CRA Module”) in the Capital Markets volume of its Rulebook.
The Module contains the rules concerning trading, dealing, advisory
services, and portfolio management services in accepted crypto-assets
as a principal, agent, custodian or crypto-asset exchange within or from
the Kingdom of Bahrain.
In Europe and beyond, Malta has positioned itself as a key player in the
world of blockchain. The Government of Malta, local regulators, and other
stakeholders have adopted an open and collaborative approach towards
this sphere and towards this end the legislators have issued:
(i)

The Virtual Financial Assets Act (“Malta VFAA”) (Chapter 590 of the
Laws of Malta);

(ii)

The Malta Digital Innovation Authority Act (“Malta MDIA”) (Chapter
591 of the Laws of Malta);

(iii)

The Innovative Technology Arrangements and Services Act
(“Malta ITAS”) (Chapter 592 of the Laws of Malta).
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In addition to the above, the Malta Financial Services Authority (MFSA) which
is the primary regulator for all financial services (and now virtual financial
assets) in Malta as well as the new authority, the Malta Digital Innovations
Authority (MDIA) set-up under the MDIA, have further adopted rules and
guidelines in relation to these laws. Such rules provide the companies setup in Malta with detailed provisions on how to operate in the field as well as
certain other regulatory requirements which need to be followed in order to
fully comply with the law.

The MFSA devised the Virtual Financial Assets Framework to overlook the
innovation and new technologies for financial services in the area of cryptoassets whilst ensuring effective investor protection, financial market integrity
and financial stability.

The UK’s regulatory watchdog, the Financial Conduct Authority (“UK FCA”)
has also been keen to create a robust regulatory framework for crypto assets.
Sensitive to the need to preserve the UK’s reputation as a competitive but
protective environment with top notch financial integrity, the FCA has been
careful to take its time in producing guidance, having carefully monitored
and piloted various applications of crypto assets and their underlying
technologies through its regulatory sandbox.
This considered approach also means that it has lagged behind jurisdictions
such as Malta and offshore jurisdictions but is now confident that it can
correctly classify and regulate crypto assets. It published a Policy Statement
outlining its final ‘Guidance on Crypto Assets’ in July 2019 which built upon the
foundations of both, its January, 2019 Consultation Paper and previous works
done over a number of years by Her Majesty’s Treasury (“UK Guidance”).
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II.

FRAMEWORK

ON DIGITAL ASSETS

ADGM ADGM’s OCAB Framework has classified Digital Assets into: (i) Digital
Securities; (ii) Crypto Assets; (iii) Fiat Tokens; (iv) Derivatives/ Funds of Digital
Assets; and (v) Other Digital Assets. Interestingly, even though the concepts
surrounding each of these categories have been included, the FSRA has
attempted to fit each of them within their existing framework, as much as
possible. For example, through the ADGM ICO Guidance and the Crypto Asset
Guidance, FSRA has clarified the following positions:
(a)

Digital Tokens: if the ‘digital’ or ‘virtual’ tokens have the features and
characteristics of a ‘Security’ under Financial Services and Markets
Regulations 2015 (FSMR), then such tokens shall be deemed as Securities
and may be referred to as ‘Digital Securities’. Generally, for a token
to be deemed to be a Security, it should exhibit the characteristics or
features of a Share, Debenture or, Units in a Fund.;

(b)

“Crypto Asset” have been defined as “a digital representation of
value that can be digitally traded, and functions as: (a) a medium of
exchange; and/or b) a unit of account; and/or c) a store of value, but
does not have legal tender status in any jurisdiction. A Crypto Asset
is: (a) neither issued nor guaranteed by any jurisdiction, and fulfils the
above functions only by agreement within the community of users of the
Crypto Asset; and (b) distinguished from Fiat Currency and E-money.”
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(c)

Fiat Tokens: ‘Fiat Tokens’ (which is based on the term ‘Stable Coins’
that is widely used in the market) mean “a fully backed 1:1 fiat token”
- backed only by the same fiat currency it purports to be tokenizing.
Fiat Tokens are to be treated as a mechanism for storing value (e.g.,
e-money) and is to be treated as a digital representation of Fiat
Currency. This concept is similar to the definition of ‘E-money’ under the
FSRA regulations; In addition to the same, ADGM Crypto Asset Guidance
also acknowledges the concept of ‘Stable Coins’ but does not regulate
the same.

(d)

Any “Derivative and Collective Investment Funds of Crypto Assets”,
Digital Securities and Utility Tokens would be regulated under the FSMR,
as a ‘Specified Investments’.

Though each of these above types of digital assets were included within the
existing definitions, the OCAB Framework specifically introduced two (2) new
types of digital assets – ‘Utility Tokens’ and ‘Crypto Assets’. “Utility Tokens”
are tokens which can be redeemed for access to a specific product or service,
typically provided using a DLT platform, these tokens do not exhibit the features
and characteristics of a regulated investment / instrument under the FSMR.
Utility Tokens, which do not constitute crypto assets, are not regulated by
the FSRA.
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Bahrain In a deviation from ADGM, the CBB created completely different
categories of tokens that come under the umbrella of “Crypto Assets” - defined
as “virtual or digital assets or tokens operating on a blockchain platform and
protected by cryptography. Tokens are broadly of four types: Payment tokens,
Utility tokens, Asset tokens and Hybrid tokens1.
i.

Payment tokens (Exchange tokens): Payment tokens (synonymous with
cryptocurrencies) are virtual currencies which are intended to be used,
now or in the future, as a means of payment for acquiring goods or
services or as a means of money or value transfer. Payment tokens give
rise to no claims on their issuer and are usually decentralized. The most
prominent example is Bitcoin.

ii.

Utility tokens: Utility tokens are tokens that are intended to provide access
to a specific application or service but are not accepted as a means of
payment for other applications.

iii

Fiat token” - backed only by the same fiat currency it purports to be
tokenizing. Fiat Tokens are to be treated as a mechanism for storing
value (e.g., e-money) and is to be treated as a digital representation of
Fiat Currency. This concept is similar to the definition of ‘E-money’ under
the ADGM FSRA regulations; In addition to the same, ADGM Crypto Asset
Guidance also acknowledges the concept of ‘Stable Coins’ but does not
regulate the same.

iv.

Asset tokens: Asset tokens represent assets such as a debt or equity
claim on the issuer. Asset tokens promise, for example, a share in future
company earnings or future capital flows. In terms of their economic
function, therefore, these tokens are analogous to equities, bonds or
derivatives. Tokens which enable physical assets to be traded on the
blockchain also fall into this category.

v.

Hybrid tokens: Hybrid tokens are those that have features of one or more
of the other three types of tokens.”

1. Glossary of Defined Terms of the CRA Module by CBB
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Malta

In Malta, under the VFAA, various categories of digital or virtual
assets have been created. The VFAA has created an umbrella of “DLT Assets”.
Under the VFAA, DLT Assets means:

(A)

(B)

virtual
tokens

a virtual
financial asset

(C)

electronic
money, or

(D)

financial
instrument

that is intrinsically dependent on, or utilizes DLT 2.
The law itself clarifies that ‘electronic money’3 and ‘financial instrument’4 have
the meanings assigned to them in the previously existing legislations.
Additionally, the following categories have been created:
“Virtual Tokens” - a form of digital medium recordation whose utility,
value or application is restricted solely to the acquisition of goods or
services, either solely within the DLT platform on or in relation to which it was
issued or within a limited network of DLT platforms: Provided that the term
‘’DLT platform’’ referred to in this definition shall exclude DLT exchanges,
Provided further that a virtual token which is or may be converted into
another DLT asset type shall be treated as the DLT asset type into which it
is or may be converted.’
To determine the classification, the regulator has issued a compulsory
‘Financial Instrument Test’5 to be carried out on all DLT Assets, to determine
the classification of the token. This test is critical since all the above kinds
of tokens, with the exception of the virtual tokens, are regulated under
different and existing laws and thus the classification determines what
kinds of laws these would fall under.

2. Under the VFAA, “Distributed Ledger Technology” or “DLT” means a database system in which information is recorded, consensually shared, and synchronized across
a network of multiple nodes as further described in the First Schedule of the Innovative Technology Arrangements and Services Act, whether the same is certified
under that Act or otherwise
3. Under Malta Financial Institutions Act, “electronic money” means electronically, including magnetically, stored monetary value as represented by a claim on the
issuer which is issued on receipt of funds for the purpose of making payment transactions and that is accepted by a person other than the financial institutions that
issued the electronic money”.
4. and “financial instrument” shall have the same meaning assigned to it under the Second Schedule to the Investment Services Act, whether or not issued in Malta
5. The Financial Instruments Test is outlined in the Virtual Financial Assets Act, Article 47 and the Virtual Financial Assets Rulebook, Chapter 2, R2.2.1.4-2
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UK The approach adopted by the FCA focuses on the assets that utilise DLT
(digital representations of value or contract rights) as well as the integrity
and financial security of the industry actors based around it. The UK FCA
classifies crypto assets and fits each classification into existing regulatory
perimeters that derive from the Financial Services and Markets Act 2000
(FSMA).
The classification of crypto assets depends on two factors: is the crypto asset
a “security token” which in effect represents a security such as equity or debt
(and has these characteristics, ignoring labels); if so, whether the activity
around it falls into regulated activities which are set out in its 2001 Regulated
Activities Order (“RAO”). If the answer to both of these questions is affirmative
then the Financial Services “regulatory perimeter “will wrap around such
assets and all of the usual requirements, licensing, restrictions, fines and
compensation arrangements will apply, as will the ambit of regulations from
the EU under the Markets in Financial Instruments Directive (MiFID II) such as
the Market Abuse Regulations and Prospectus Regulations.
If the crypto asset is not a security token (ie a utility token which is platform
restricted) or “exchange token” (ie cryptocurrencies such as bitcoin) then
the regulatory perimeter does not apply. This means that the assets, and
activities around exchange and utility tokens are not regulated as a financial
service. However, other regulations still apply such as AML regulations and
the civil and criminal law (eg for misrepresentation in a whitepaper).
Additionally, the FCA applies a relatively agnostic approach to underlying
technology platforms on the basis that it won’t endorse or regulate a
platform as such, it will simply focus its regulation on the financial activities
surrounding tokens.
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Tokens can fall into 3 classifications:
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1)

Unregulated tokens: this category refers to any token that does not
meet the definition of e-money, or provides the same rights as other
specified investments under the RAO. This includes tokens referred to
as utility tokens, and exchange tokens. These tokens fall outside the
regulatory perimeter.

2)

Regulated (security) tokens: this category refers to those tokens that
provide rights and obligations akin to specified investments as set out
in the RAO, excluding e-money. These tokens fall within the regulations.

3)

E-money tokens: this category refers to any token that reaches the
definition of e-money. These tokens are subject to the Electronic Money
Regulations 2011 (EMRs) and firms must ensure they have the correct
permissions and follow the relevant rules and regulations within the
separate EMR regime.
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It is interesting to note that notwithstanding the nomenclature, there is a
significant similarity in the nature of digital or virtual assets that have been
perceived off in each of the jurisdictions.
Tokens represent assets such as a share, debt or equity claim on the issuer
ADGM

Malta

Bahrain

Security Token

Financial Instrument Asset Tokens

UK
Regulated Tokens

Tokens representing a medium of exchange, store of value or medium if exchange –
but is decentralized
ADGM

Malta

Bahrain

UK

Crypto Asset

Virtual Financial
Asset

Payment Tokens

Exchange Tokens

Tokens providing access to a specific application or service
ADGM

Malta

Bahrain

UK

Utility Tokens

Virtual Tokens

Utility Tokens

Utility Tokens

Furthermore, the similarities in the manner both ADGM and Malta has
proceeded with the definition of cryptocurrencies evidences the heavy
reliance on the approach adopted by Financial Action Task Force (“FATF”).
FATF has approached cryptocurrencies as a subset of virtual currencies, which
it defines as digital representations of value that can be digitally traded and
function as: (1) a medium of exchange; and/or (2) a unit of account; and/or
(3) a store of value, but do not have legal tender status (i.e., when tendered
to a creditor, are a valid and legal offer of payment) in any jurisdiction. The
FATF paper further states that virtual currency is distinguished from fiat
currency that is designated as legal tender; circulates; and is customarily
used and accepted as a medium of exchange in the issuing country. UK
on the other hand classifies the tokens by elimination- them being a ‘unit
of account’ or ‘store of value’. The UK Guidance specifies that the Exchange
Tokens that do not act as ‘unit of account’ or ‘store of value’ shall not come
under the umbrella of crypto-assets and remain unregulated. Further, in
case of E-Money, crypto-assets that introduce a ‘unit of account’ and/or
‘store of value’ shall not be deemed to be e-money.
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One other significant aspect is the fact that, in Bahrain and Malta, they have
considered the importance of the blockchain and DLT technology in the
definitions of the Digital Assets. To be more specific, in Bahrain, a ‘Crypto
Asset’ is a virtual or digital assets or tokens operating on a blockchain
platform and protected by cryptography whereas in Malta, DLT Assets
mean assets that are intrinsically dependent on, or utilize DLT. However,
except in case of Utility Tokens, ADGM has not defined or clarified its position
based on the underlying technology, though it acknowledges that these
technologies have paved the way for such developments.
However, in addition to the above important categories of digital currencies,
ADGM has included the concept of ‘Fiat Token’, by clarifying that the
same will be included into the definition of ‘E-money’.6 The aspect which
is particularly significant in this respect is that FSRA has while discussing
this concept taken cognizance of various types of stable coins existing in
the market, but confirmed that it would permit only “a fully backed 1:1 fiat
token” - backed only by the same fiat currency it purports to be tokenizing.
Though Malta has not expressly discussed stable coins, the definition of DLT
Assets does include within its ambit electronic money which is intrinsically
dependent on, or utilizes DLT. In a cumbersome contrast with the same, UK
Guidance deems exchange tokens to be used in a way similar to traditional
fiat currency. Hence as mentioned above UK Guidance considers exchange
tokens.
Additionally, in Malta, we have noted an important inclusion in the definition
of ‘virtual tokens’. It includes an important caveat that if the virtual token can
be converted into another DLT asset type, then the token shall be treated as
the DLT asset type into which it is or may be converted. This inclusion is not
found in any either Bahrain or ADGM.

6. Digital representation of Fiat Currency used to electronically transfer value denominated in Fiat Currency under Section 258 of FSMR
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OFFERING
TO PUBLIC

ADGM Through the ICO Guidance, ADGM has clarified its position relating
to the utilization of digital assets to fundraise . In general, whether an ICO
is to be regulated under FSMR will be assessed by FSRA on a case-by-case
basis. Notwithstanding the foregoing, the ADGM ICO guidance has expressly
clarified that any issue of any Digital Securities (Security Tokens) will have to
comply with the requirements for Offers of Securities that fall under Sections
58 to 71 of FSMR and Chapter 4 of the Markets Rules (“MKT”). The obligations
under the MKT include without limitation the requirement to issue to detailed
Prospectus under Section 61 of FSMR. This position has been further elaborated
in the “Guidance on Regulation of Digital Securities Activity in ADGM” (“Digital
Security Guidance”). As per the Digital Security Guidance, if a digital/virtual
token being offered is assessed to exhibit the (economic and legal) features
and characteristics of a Security, the FSRA will deem the digital/virtual token
as a ‘Security’ pursuant to Section 58(2)(b)6 of FSMR. Under the FSMR, for
undertaking an offer of securities through an exempt offer7 (or a private
placement), the FSRA will review the Exempt Offer documentation. To ensure
appropriate safeguards are in place to protect both investors and market
integrity, an offer of a ‘Utility Token’ falls outside the FSRA’s regulatory remit
and is not permitted under the Markets Rules.
Additionally, issuers of fiat tokens for the purposes of facilitating or effecting
payments are treated as a money service business. In addition, to the need
to hold a Financial Services Permission (FSP) for the regulated activity of
Providing Money Services. In such a case, the issuer will also be subject to
relevant parts of this OCAB Guidance, including only allowing fiat tokens
where they meet the same requirements as those of Accepted Crypto Assets,
and that the fiat tokens meet wider applicable requirements as set out in the
OCAB Guidance including technology governance principles.

7. ‘Exempt Offer’ as defined under MKT Rules 4.3
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Bahrain Bahrain has not provided special clarification or guidance in relation
to the offer or issue of Crypto Assets. Nonetheless, the current framework
relating to the offer of securities to the public is of significance in relation to
the offer of ‘Asset Tokens’, which are tokens representing assets such as a
debt or equity claim on the issuer.
In accordance with Article 81 of the Central Bank of Bahrain and Financial
Institutions Law (“CBB Law”), no person may issue any securities in the
Kingdom unless otherwise permitted by the CBB. Furthermore, under the
Offering of Securities (OFS) Module contained in Volume 6: Capital Markets
of the Rulebook, the CBB has provided clarity on an offer of “securities”.
Therefore, CBB approval will be required, irrespective of whether the offer of
products is regarded as a public or private offer.
As per provisions of the rulebook, an offer of ‘securities’ and marketing thereof,
can be undertaken only with the approval of CBB. Such anoffer of securities
can only be carried out by financial institutions that are appropriately
licensed, authorized or exempted by the CBB. Furthermore, in accordance
with the OFS Module, the offer of securities shall be deemed to be a private
placement provided that 8 :
It is only made to accredited investors 9 ;
It is for a minimum investment of $100,000; and
It is limited to a take up by less than 100 accredited investors.
The offer of securities will be regarded as a public offer if the above conditions
for the private placement are not satisfied. In such a case, the offer will have
to comply with the requirements of the public offering in Bahrain.

8. OFS 2.4.2 of the CBB Rulebook.
9. Accredited investors are defined in the Rulebook as: Individuals who have a minimum net worth (or joint net worth with his or her spouse) of $1m, excluding that
person’s principal place of residence; Companies, partnerships, trusts or other commercial undertakings which have financial assets available for investment of not
less than $1m; or Governments, supranational organizations, central banks or other national monetary authorities and state organizations whose main activity is to
invest in financial instruments (such as state pension funds).
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Malta A crucial element under the VFA Act is that it has included provisions
relating to the offering of virtual financial assets to the public. As per Section
3 of the VFA Act, only public offers are regulated and offers not covered by
this definition are exempt. As per the definition of ‘Offer of VFAs to Public’
the following offers shall be exempt from the requirements of issuance of
offer of VFAs to public.
a)

an offer of virtual financial assets addressed to fewer than 150 natural
or legal persons;

b)

virtual financial assets offered to existing holders free of charge,
including inter alia due to hard forks and air drops, provided that the
issuer makes public information on the number and nature of the
virtual financial assets and the reasons for and details of the offer; or

c)

virtual financial assets offered to existing or former administrators or
employees by the issuer or by an affiliated undertaking provided that
the issuer makes public information on the number and nature of the
virtual financial assets and the reasons for and details of the offer.

It is pertinent to note that the VFA Act has placed a requirement for the
applications to be routed only through a VFA Agent. Essentially, the VFA
Agent shall act as the middleman between the issuer and the MFSA. Such a
VFA Agent shall be expected to review all work and applications on a yearto-year basis whilst also ensuring the submission of an annual compliance
certificate – a certificate confirming that all the local anti-money laundering
requirements have been satisfied and that the underlying technology
complies with the expected legal standards. Further, MFSA may at its own
discretion also exempt the issuer from requirements under the VFA Act for
the offering of VFAs to the public. The VFA Act also provides clear guidelines
on what information such whitepaper should include, how collected funds
may be used, the key functionalities or roles that an issuer must have, and
how due diligence on the individuals behind the fund-seeking entity is to
be carried out. It also clearly clarifies that businesses will be liable to pay
damages to anyone that loses money due to false statements contained in
the whitepaper.
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Tokens linked specifically to securities and in relation to which a public
offering is going to be undertaken are generally regulated by the Malta
Companies Act which deals with public offerings in terms of Maltese law
and sets out rules relating to capital issues by public companies. In brief,
as in the case of the other jurisdictions, in Malta the company proposing
to undertake a public offering is required to do so along with a prospectus.
The Malta Companies Act sets out the following categories of offers that
are considered as non-public offers and that, accordingly, do not require a
prospectus:
An offer of securities made only to “qualified investors”. These are
professional clients as defined by MiFID II.
An offer of securities to fewer than 150 persons per EEA state (not
including qualified investors).
An offer where the minimum consideration per investor is at least
EUR100,000.
An offer where the nominal value of each security is at least EUR100,000.
An offer where the total consideration of the securities being offered in
the EEA does not exceed EUR5 million.
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UK Section 21 of the FSMA provides that a person must not, in the course of
business, communicate an invitation or inducement to engage in investment
activity unless that person is an authorised person or the content of the
communication is approved by an authorised person. Issuing a financial
promotion in breach of section 21 FSMA is a criminal offence.
Market participants must apply the financial promotion rules and
communicate financial promotions for products and services, whether
regulated or unregulated, in a way which is clear, fair and not misleading.
It is a legal requirement that firms make clear in their promotions which
activities are, and are not, regulated, especially when highlighting their FCA
authorised status.
When engaging in activity by way of business in the UK that relates to a security
token, or to a token that constitutes e-money, or is involved in payment
services, one must consider whether those activities require authorisation or
registration. Section 19 of FSMA sets out the ‘general prohibition’ that states
that no person may carry on a regulated activity, or purport to do so unless
they are an authorised person, or they are an exempt person. Please note that
there are lighter regulatory requirements when marketing to sophisticated
or certified high net worth investors.
When carrying on a specified activity, by way of business in the UK, involving a
crypto asset which is a specified investment (i.e. security tokens or e-money
tokens) authorisation and the relevant permission is required. If related to
credit institutions, credit unions, or municipal banks, issuing e-money tokens
will be a regulated activity. In other cases issuing e-money is regulated
under the EMRs and market participants will need to make sure they are
appropriately authorised, registered or exempt. Appropriate authorisation is
also necessary in order to facilitate regulated payments services.
The activity undertaken will determine what ‘permissions’ a firm requires
from the FCA. The permissions that apply as a consequence of carrying on
a regulated activity in relation to security tokens is not different to traditional
securities.
Below is a list of the potential activities that relevant market participants are
likely to undertake, and the permissions required:
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Market Participants

Potential activities

Indicative list of permissions

Issuers of tokens

Issue tokens, including
issuing tokens through
ICOs.

A company does not usually need
regulatory permissions specifically to
act as issuer of its own security tokens
where these are equivalent to shares
or debentures, but will need to consider
regulations that may apply to the
issuance. Issuers of e-money tokens
are likely to need permission either
under FSMA (if a credit institution, credit
union or municipal bank) or under the
EMRs.

Advisers and other
Intermediaries

Provide advice to
consumers regarding
different tokens and
may help facilitate the
purchasing of tokens.

For those advising or acting as
intermediaries, certain permissions
may be required specifically in relation
to dealing as a principal or agent.

Facilitate transactions
Exchanges and trading
between market
platforms
participants.

Depending on the operation/scope of
the exchange appropriate permissions
may be required specifically in relation
to dealing as a principal or agent.

Wallet providers and
custodians

Provide the secure
storage of tokens.

Depending on the scope of activity

Payments providers

Enable customers to
pay merchants in fiat
currency, or transfer fiat
currency via a crypto
asset.

Depending on the nature, scope of the
activity, and identity of the issuer, the
relevant FSMA permission may include
permission for issuing e-money,
permissions under Payments Services
Regulations and Electronic Money
Regulations.

If a token is a transferable security and the tokens will either be offered to the
public in the UK or admitted to trading on a regulated market, an issuer will
need to publish a prospectus unless an exemption applies. This usually only
applies to large scale offers eg Euro 8 Million or above.
An issuer undertaking a non-exempt public offer of securities will need to
have the prospectus reviewed and approved by the FCA, where the UK is the
relevant home state regulator. The document will need to include disclosures
on the issuer, the business and the securities.
A firm that is authorised by the FCA, or seeking FCA authorisation, but also
carries on activities related to crypto assets outside the perimeter, must
make sure there is sufficient separation between the activities. In the UK,
authorised entities can conduct an unregulated activity provided those
activities do not affect their ability to comply with the rules and requirements
to which they are subject as authorised persons.
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ANALYSIS

In general, it is evident that each of these financial regulators have taken a
very stringent view with respect to issuance of security tokens. However, one
striking addition under the Malta system relates to rules on ICO (or under
Maltese law – Initial VFA Offering). The inclusion of limits and parameters which
are in line with offering of securities position internationally is a significant
development in the world of crowdfunding. Furthermore, the inclusion of an
authorized VFA agent appears to be in the interest of streamlining the whole
process, by working closely with agents who would clearly understand
regulatory concerns.
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LICENSED

ACTIVITIES /
FUNCTIONS
In addition to the nature of assets and
issuance thereof, one of the other important
matters which have been brought under a
licensing regime includes the activities that
are undertaken by various players in relation to
such digital assets.
ADGM

The OCAB Framework has introduced a
new regulated activity OCAB and any person
who proposes to carry out such activity requires
a Financial Services Permission (FSP) from the
FSRA OCAB Holder is permitted to engage in
activities relating to ‘Accepted Crypto Assets’
only.
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TABLE 1

The following table enumerates the activities which require and are
excluded from the requirement of obtaining an OCAB License:
Activities Requiring the OCAB License

Activities Excluded from the OCAB License

Buying, Selling or exercising any right
in Accepted Crypto Assets (whether as
principal or agent);

The creation or administration of Crypto
Assets that are not Accepted Crypto
Assets;

Managing accepted Crypto Assets
belonging to another person;

The development, dissemination or use
of software for the purpose of creating or
mining a Crypto Asset

Making arrangements with a view to
another person (whether as principal
or agent) Buying, Selling or providing
custody of Accepted Crypto Assets;

The transmission of Crypto Assets

Marketing of Accepted Crypto Assets;

A loyalty points scheme denominated in
Crypto Assets; or

Advising on the merits of Buying or
Selling of Accepted Crypto Assets or
any rights conferred by such Buying or
Selling; and

Any other activity or arrangement that
is deemed by the FSRA to not constitute
OCAB.

Operating as a Crypto Asset Exchange;
or as a Crypto Asset Custodian

It is pertinent to note that each of the regulated activities are services
which may be offered relating to an ‘Accepted Crypto Assets’. Under
the FSRA’s regulations, Accepted Crypto Assets are the Crypto Assets
that have been accepted and approved by the FSRA. However, FSRA
does not maintain a public list of Accepted Crypto Assets. Applicants
applying to undertake any of the regulated activities will need to include
in the application the details of each Accepted Crypto Asset that is
proposed to be used for the conduct of their regulated activities. Each
Crypto Asset must satisfy various determining factors to be approved
- which include security features, traceability, exchange connectivity,
efficiency, type of distributed ledger, functionality etc. It is important to
note that an Accepted Crypto Asset for one license holder may not be
approved for another licensee.
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LICENSING
FEES

TABLE 2

The fees for the application and the ongoing annual supervision, varies
based on the activity proposed to be undertaken (Refer Table 2). Additionally,
a Crypto Asset Exchange must pay on a monthly basis, a trading levy
depending on its average trading value.
Application Fees

Annual Supervision
Fee

Non-Custody OCAB Intermediary Activities
only

$20,000

$15,000

Crypto Asset Custodian

$40,000

$30,000

Crypto Asset Exchange

$125,000

$60,000

Crypto Asset Exchange and Crypto Asset
Custodian

$145,000

$75,000

Activity

25

COMPARATIVE ANALYSIS

LICENSING
PROCEDURE

The Crypto Asset Guidance has clarified that applicants for the OCAB
License must be prepared to engage extensively with the FSRA, both during
the application process and thereafter. Hence, the guidance recommends
that the applicants appoint compliance advisers, with the appropriate skills,
knowledge and experience to provide the requisite assistance throughout
the application process.
To be entitled to procure an OCAB license, a corporate entity is required to
be set-up within the freezone of the Abu Dhabi Global Markets, wherein 100%
foreign ownership is permitted.

TABLE 3

The application process itself is a five-staged process as elaborated. Refer
to Table 3 below for clarity on the process flow:
Due Diligence & Discussions with the FSRA team(s)
Business Model Review

In-depth Technology Demonstrations

Submission of Formal Application

Submission of OCAB Application Form

Payment of Fees

Granting of In-Principle Approval (IPA)
FSRA›s Review of Application & Documents

Grant of Final Approval or Financial Services Permission

Conditional to FSRA being satisfied on Applicant’s operational testing and completion of a
third-party verification of the Applicant’s systems (as applicable)

‹Operational Launch›
Applicant (particularly a Crypto Asset Exchange and/or Crypto Asset Custodian) will be
permitted to progress to operational launch only when it has completed its operational
launch testing to the FSRA’s satisfaction, including completion of third party verification of
the Applicant’s system
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Bahrain All persons marketing or undertaking activities within or from Bahrain
which is comprised of regulated crypto-asset services are required to obtain
a license from the CBB. Regulated crypto-asset services include one or more
of the following activities 10 (i) Reception and Transmission of orders 11 ;
(ii) Execution of orders on behalf of clients12;
(iii) Dealing on own account 13;
(iv) Portfolio management14;
(v) Crypto-asset custodian15;
(vi) Crypto-asset exchange16.
(vii) investment advice17.
However, the following activities do not constitute regulated crypto-asset
services:
i.
the creation or administration of crypto assets;
ii.
the development, dissemination or use of software for the purpose of
creating or mining a crypto asset; or
iii.
a loyalty programme.

10. CRA 1.1.6 of the CRA Module by CBB
11. The CRA Module clarifies this activity to mean the reception from a client of an order to buy and/or sell one or more accepted crypto-assets and the transmission of
that order to a third party for execution.
12. The CRA Module clarifies this activity to mean acting to conclude agreements to buy and/or sell for one or more accepted cryptoassets on behalf of the clients
13. The CRA Module clarifies this activity to mean trading against proprietary capital resulting in conclusion of transactions in one or more accepted crypto-assets
14. Under CRA Module this activity means Managing or agreeing to manage accepted crypto-assets belonging to a client and the arrangement for their management
are such that the licensee managing or agreeing to manage those accepted crypto-assets has a discretion to invest in one or more accepted crypto-assets
15. Under CRA Module this activity means safeguarding, storing, holding, maintaining custody of or arranging on behalf of clients for accepted crypto-assets.
16. Under CRA Module Means a crypto-asset exchange, licensed by the CBB and operating in or from Bahrain, on which trading, conversion or exchange of: (i)
accepted crypto-assets for fiat currency or vice versa; and/or (ii) accepted crypto-assets for another accepted crypto-asset, may be transacted in accordance with
the Rules of the crypto-asset exchange
17. Under CRA Module this activity means giving, offering or agreeing to give, to persons in their capacity as investors or potential investors or as agent for an investors
or potential investor, a personal recommendation in respect of one or more transactions relating to one or more accepted crypto-assets. It is clarified that ‘personal
recommendation’ means any recommendation which is not intended for general public.
18. CRA 1.1.8 of the CRA Module by CBB
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TABLE 4

Depending on the type of the regulated crypto-asset services that a person
wishes to undertake, applicants may seek to be licensed by the CBB under
one of the following 4 categories of license: 18
CATEGORIES

ACTIVITIES

Category 1*

-

Reception and transmission of orders; and
Providing investment advice in relation to accepted crypto assets.

-

Trading in accepted crypto assets as an agent; Portfolio
management;
Crypto asset-custodianship; and
Investment advice.

Category 3**

-

Trading as an agent and principle;
Portfolio management;
Crypto-asset custody; and
Investment advice.

Category 4

-

Operating a licensed crypto-asset exchange; and
Crypto-asset custody services.

Category 2*

* Licensees may hold or control client asset and client money but must not deal as a principal or operate a cryptoasset exchange.
** In addition to holding and controlling client’s money they may also deal as a ‘principal’ but shall not operate a
crypto asset exchange.

Under the CBB regulations, licensees are permitted to undertake regulated
crypto-asset services in ‘accepted crypto-assets’ only, after seeking prior
written approval of the CBB. Each applicant is expected to provide details
of each crypto-asset that is proposed to be used for their activity. CBB will
consider a number of factors while approving accepted crypto-assets,
including the technological experience, track record and reputation of the
issuer and its development team, AML/CFT and cybersecurity systems and
controls, traceability, innovation, scalability, geographical reach, exchange
connectivity, market reach, type of distributed ledger etc. It is important to
highlight that the accepted crypto-assets have to be approved for each
individual licensee.

18. CRA 1.1.8 of the CRA Module by CBB
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LICENSING
FEES

TABLE 5

The requirement for payment of variable annual fees was mentioned
as 0.25% of their relevant operating expenses subject to a minimum and
maximum fee which will be levied as per the table below: 19

S. No

Licensing Category

Minimum Fees (BD)

Maximum Fees (BD)

1.

Category-1

2,000

6,000

2.

Category-2

3,000

8,000

3.

Category-3

4,000

10,000

4.

Category-4

5,000

12,000

19. CRA 1.6.3 of the CRA Module by CBB
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LICENSING
PROCEDURE

The legal status of a licensed crypto-asset service licensee for undertaking
Category-1, Category-2 and Category-3 regulated crypto-asset services.
(i)

A Bahraini joint stock company (B.S.C.); or

(ii)

A branch resident in Bahrain of a company incorporated under the
laws of its territory of incorporation.

(iii)

Bahraini company with limited liability (W.L.L)
Also, for undertaking Category-4 regulated crypto-asset services
(Licensed crypto-asset exchange) the legal status must be:

(i)

A Bahraini joint stock company (B.S.C.); or

(ii)

A branch resident in Bahrain of a company incorporated under the
laws of its territory of incorporation.

TABLE 6

The application process itself is a four-staged process as elaborated. Refer
Table 2 below for clarity on the process flow.

INITIATE
APPLICATION

REQUIREMENTS

Persons wishing to be licensed to undertake the activities of regulated
crypto asset services must apply in writing to the CBB with respect to the
license they want to obtain.
Applicants need to submit - Form 1 (Application for a license), Form 2
(Application for Authorisation of Shareholders); and Form 3 (Application
for Approved Person status).
An application for a license must be in the form prescribed by the CBB
and must contain, inter alia:
• A business plan specifying the type of business to be conducted;
• Application forms for all shareholders and subsidiaries; and
• Application forms for all controlled functions.

REVIEW

CBB will review the application and duly advise the applicant in writing if
the application has been:
(a) Granted without conditions;
(b) Granted to conditions specified by the CBB; or
(c) Refused the application, stating the grounds on which the application has been refused and the process for appealing against that
decision.

MINIMUM
CAPITAL

A confirmation from a retail bank addressed to the CBB that the requirement to have a minimum capital as per the category license has been
met.

On submission of all required documentation in a form acceptable to
FINAL DECISION the CBB. it will provide a formal decision on a license application within
60 calender days.
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Malta Under the VFAA, no person can provide a VFA service in or from within
Malta unless licensed by the Malta Financial Services Authority (MFSA) prior
to commencing operations. The VFA Act defines ‘VFA service’ to mean any of
the identified services which may be provided in relation to a virtual financial
asset. Any person or entity applying to procure a license to conduct a VFA
Service is required to make such application through a registered VFA Agent.
Under the Second Schedule of the law, the service which have been identified
are as follows:
(a)

Reception and Transmission of Orders20

(b)

Execution of orders on behalf of other persons21

(c)

Dealing on own account22

(d)

Portfolio Management23

(e)

Custodian or Nominee Services24

(f)

Investment Advice25

(g)

Placing of virtual financial assets26

(h)

The operation of a VFA exchange

20. The reception from a person of an order to buy, sell or subscribe for virtual financial assets and the transmission of that order to a third party for execution.
21. Acting to conclude agreements to buy, sell or subscribe for one or more virtual financial assets on behalf of other persons
22. Trading against proprietary capital resulting in conclusion of transactions in one or more virtual financial assets.
23. Managing or agreeing to manage assets belonging to another person if those assets consist of or include one or more virtual financial assets or the arrangements
for their management are such that the person managing or agreeing to manage those assets has a discretion to invest any of those assets in one or more virtual
financial assets: Provided that for the purposes of this paragraph, the term “assets” shall exclude any financial instrument, and whether or not issued in Malta.
24. Means either (a)Acting as custodian or nominee holder of a virtual financial asset and, or private cryptographic key; or (b) holding a virtual financial asset and, or
private cryptographic key as nominee, where the person acting as nominee is so doing on behalf of another person who is providing any VFA service or on behalf of a
client of such person, and such nominee holding is carried out in relation to such service.
25. Means giving, offering or agreeing to give, to persons in their capacity as investors or potential investors or as agent for an investor or potential investor, a personal
recommendation in respect of one or more transactions relating to one or more virtual financial assets
26. Means the marketing of newly-issued virtual financial assets or of virtual financial assets which are already in issue but not admitted to trading on a DLT exchange,
to specified persons and which does not involve an offer to the public or to existing holders of the issuer’s virtual financial assets
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LICENSING
FEES

Licence
Class

Description of permissible activities

Class 1

May: receive and transmit orders, provide
investment advice and/or the placing of
virtual financial assets
May not: hold or control clients’ assets or
money, deal on own account and/or act as
a VFA exchange.

Class 2

May: receive and transmit orders, provide
investment advice, placing of virtual financial assets and/or hold or control clients’
assets or money.
May not: deal on own account or act as a
VFA exchange.

Class 3

May: receive and transmit orders, provide
investment advice, placing of virtual financial assets, hold or control clients’ assets or
money and/or deal on own account
May not: act as a VFA exchange.

Class 4

May: receive and transmit orders, provide
investment advice, placing of virtual financial assets, hold or control clients’ assets or
money, deal on own account and/or act as
a VFA exchange.

Application
Fee

€6,000

Annual Supervisory
Fee
€5,500 for revenue
of €50,000, then
+ €700 for every
further tranche of
€50,000 up to maximum of €1,000,000

€10,000

€9,000 for revenue
of €250,000 then
+ €800 for every
further tranche of
€250,000 up to maximum of €5,000,000

€14,000

€12,000 for revenue
of €250,000 then
+ €800 for every
further tranche of
€250,000 up to maximum of €50,000,000

€24,000

€50,000 for revenue of €1m, then
+ €5,000 for every
further tranche of
€1m up to maximum
of €100,000,000
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LICENSING
PROCEDURE

If the applicant is a natural person, physical presence in Malta is required. Where
the applicant is a legal person, it may be constituted in Malta, or, if constituted
abroad in a recognized jurisdiction, it shall establish a branch in Malta.
Prior to submitting application, the applicants are obliged to undergo a
‘fitness and properness assessment’ conducted by the VFA Agent which,
upon conclusion, would determine whether an entity is ‘fit and proper’ in
terms of integrity, competence and solvency. The fitness and properness
assessment is to be undertaken in respect of designated persons, senior
management, directors and the like. The applicant must undertake, through
the VFA Agent, a Financial Instrument Test (FIT) to ensure that the DLT asset
in relation to which the applicant will be providing the VFA Service falls within
the meaning of a virtual financial instrument as per the VFAA. Additionally,
the MFSA may require a systems auditor to be also appointed in case of
innovative technologies.
The application process consists of three phases as denoted below:

PREPARATORY
PHASE

PRE-LICENSING
PHASE

MFSA is notified by the
appointed VFA Agent of
intent to apply for a VFA
Services License with
a statement including
proposed structure
identifying persons intent
on holding key positions;
a list of VFA Services
for which licensing
is being sought; and
a legal opinion that
activity doesn’t fall within
traditional financial
services legislation

Review of Application

Preliminary Meeting
between MFSA and
Applicant
Submission of application
with 60 days from
the Meeting
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MFSA to grant ‘In-principle
approval’ which shall
be valid for 3 months
within which applicants
may finalize outstanding
issues raised, satisfy prelicensing conditions and
submit original copies
of final application with
supporting documentation

POSTLICENSING / PRECOMMENCEMENT OF
BUSINESS PHASE
License may be granted
with any additional postlicensing conditions to
satisfy
Such entity must
commence VFA services
business within 12 months
of the date of issue of the
License.

United Kingdom Firms are responsible for making sure they are appropriately
authorised for all the regulated activities that they are carrying on. Carrying
on a regulated activity without authorisation is a breach of the general
prohibition and is a criminal offence. The application process for FCA
authorisation can take up to 6 months if the application is complete, but up
to 12 months if incomplete. In addition, an application fee is required.

Application fee guide:
Consumer credit firm

Other financial services provider

Straightforward

£100 to £5,000

£1,500

Moderately complex

£800 to £10,000

£5,000

Complex

£1,000 to £15,000

£25,000

Full permission application:
Over 50£k
to 100£k

Over
100£k to
250£k

Over 250£k
to 1£m

Over 1£m

£1,500

1,000£

1,500£

5,000£

Moderately complex £800

£5,000

1,500£

5,000£

10,000£

Complex

£25,000

2,000£

7,000£

15,000£

Consumer credit
income
Straightforward

Up to
50£k
£600

£1,000

If an application involves only a change of legal status, the authorisation fee
will be:
50% of the full fee for a straightforward or moderately complex application
100% of the full fee for a complex application
In order to receive authorisation, the application fee must be paid and
the FCA must find that you are ready, willing and organised to continually
comply with the requirements and standards under the regulatory system.
Once authorised, there’s a fee to pay each year. There is also a requirement
to meet minimum standards (threshold conditions) at all times, comply with
the rules and principles relevant to your business and send regular reports.
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ANALYSIS

A close review of the activities and their nature evidences a significant
similarity in the approach adopted by the countries. However, an important
aspect which is included is the concept of ‘accepted crypto asset’ in Bahrain
and Malta. In each of these jurisdictions, the crypto asset which the licensee
may provide such services is pre-approved, specifically as against the
licensee. However, this approach is not adopted by Malta. However, the
same concern has been addressed through a different approach – through
the obligations vested with the VFA Agent. The VFA Agent is also obligated
to ensure that the fitness and readiness of the technology. Furthermore, the
requirement of the system auditor is also to ensure the robustness of the
technology.

Contact us at admin@karmadv.com or visit us at www.karmadv.com
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CONCLUSION

Globally, the regulators are analyzing the regulatory approach that they
wish to adopt in respect of Digital Assets. Malta, Bahrain, UK and ADGM have
all approached the space from different perspective, yet the concepts of
anti- money laundering, consumer-protection and technology governance
remain core to the approach.
We would like to thank Lex Group, Malta (https://lexgroup.mt/) and Acuity
Law, United Kingdom (https://www.acuitylaw.com/) for their contribution
and unwavering support through-out.
We hope you find the report to be a pleasant read!
KARM Legal Consultants
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ADGM

Abu Dhabi Global Market

AML/
CFT

Anti-Money Laundering/ Counter- Financing of Terrorism

B.S.C

Bahraini Joint Stock Company

CBB

Central Bank of Bahrain

CRA

Crypto Asset

DLT

Distributed Ledger Technology

EEA

European Economic Area

FATF

Financial Action Task Force

FIT

Financial Instruments Test

FSMR

Financial Services and Markets Regulations 2015

FSP

Financial Services Permission

FSRA

The Financial Services Regulatory Authority

GCC

Gulf Cooperation Council

ICO

Initial Coin Offering

IPA

In- Principal Approval

ITAS

Innovative Technology Arrangements and Services Act 2018

MDIA

Malta Digital Innovation Authority Act 2018

MFSA

Malta Financial Services Authority

MiFID II

The Second Markets in Financial Instruments Directive

MKT

Market Rules

OCAB

Operating a Crypto Asset Business

OFS

Offering of Securities

VFA

Virtual Financial Assets

VFAA

Virtual Financial Assets Act 2018

W.L.L

Bahraini company with Limited Liability
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